Guidance to support parents with online safety for all age ranges

Set Up Safe
Checklist

Set your child up for online

safety with these simple tasks

e
matters.o rg

Manage broadband & mobile networks

at home, access

your broadoand
network and set

applicable controls.

Prepare their device

Explore the device Download and

q il an nstall the apps
settings to set limits and games you're
an inappropriate akay with your
content, screen time,

spending and more

child using.

Set up controls Install or set up
in these apps and additional parenta
games to help keep control apps for
your child safe while
they play, browse
or chat.

further protection.

intarnetmatters.org

Explore step-by-step

On the go, set
up controls on See step
the relevant t
mizbile netwark

Talk & learn regularly

Together, learn about
online safety issues that
right impact your child.

Together, explore privacy
and safety settings on
thieir favourite platforms.

Ask them to teach

wou about their favourite
online platforms to create
an open environment

for comversation.

Keep these
conversations going for
CONtinUoUS SUDEOrt.
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Digital safety
at a glance
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Learn about common experiences at this age and what you
can do to help keep your child safe online as they grow.

i

watch videos

is what children at this age
report experencing mast and
9% of parents wWorry
about it.

Set time limits for
devices and help kids
experience a range of
activities where they

create and learn to

support their wellbeing.

send Messages or make
videofvoice calls

In-game and
in-app spending
is one of the most comimon
online harms at this age.
58% of parents say they
warry about this.
Review purchase
settings and parental
controls in apps, games
and online stores to set
limits, then talk about
why they're important.

wse YouTube

Online bullying -
from people children know
5 one of the most commaon

harms among this age
group, and 63% of parents

warry about this.
Online bullying is
difficult to escape or
ignore. So, talk about
what it looks like so
kids know when and

how to get support.




Practical tips to keep 5-7s safe online

Set parental controls on popular apps

2 YouTube

Set up YouTube Kids for

under-13s

Use timers to manage 2.
sCreen time

Turn aff Watch History to 3.

limit suggested videos

G0 to YouTube
parental controls guide

Learn about social media for under-13= »

Talk about internat mannars k

Get personalised advice
straight to your inbox

Want adwvice to stay on top of your kids'
digital lives? Together, weve got this with
our free personalised family digital toolkit.
By completing the form, yvou'll get:

® Age-specific checklists and guides

# Safety information on the latest
apps and platforms

® Respurces to tackle online
concerns by age

® Interactive tools to encourage
discussion on key topics

Scan the QR code or go to
internetmatters.orgftoolkit

ROGBLOX

Use the in-bailt parental
controls with a PN

Enable Account Restrictions
for sasy set up

parental controls guide

&l
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Create a child's profile

2. Set a parental controls PIN

Customise who your child . .
can talk to 3. Customise maturity

level of content your child can
watch

Goto Disney+
parental controls guide

mMake online safety a part
of their everyday

Go to Roblox

Conversations to have
Talk about:

& What they're watching, what do they
like about ir?

& What appsfgarmes they like:
what would they like to iy ?

# How being onling makes them feel
what signs tell them they need a break?

See more conversation starters b

Tools to explore together
Build digital skills and play together with:

® The Online Together Project An
Inleractive quiz with discussion points o
challenge sterotypes and hate online.

()

@ Find the Fake: A serbes of guizzes 1o
halp teach childien how 1o recognise
and tackie misinforrmation online.

Explare age-specific guides

@
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Online safety

internet

tips for parents matters.ora
of primary
school children

6-10 Year Olds

Q Checklist:

Agree on boundaries
Be clear about what your child can and can't do online - «where 2na

s good des to introduce tech-free meal times =nd encourag:
tham o keep phones out of the bedroam at night ©o halo them

Put yvourself in control

Set parental controls on your home broadband and any
internet-enabled devices. =et up a user account for your child

Explore together
e best way to support your child online is to talk te them about
what they do enline and what sites and apps they like |




Search safely

If you let your child search independenthy, make sure safe search is
activated on Google and other search engines, == well as restricted
mode on YouTube. You can aur default search to one designed
viggle, and can save time by adding

specifically for children, suc

these to your Fawvourit

Check if it's suitable

The age ratings that come with games, apps, films and social

networks are a good guide to whether they're suitable for your
chilc. For example, the minimum age limit is 13 for several
social networking sites. including Facebook, Instagram

Snapchat and TikTok

Make use of platforms and services designed with children in mind
like CBBC, YouTube Kids, Sky Kids, BBC iP
aimed at under-10s like Spotlite [Formerly Kudos) also have social

rids. Although sites

networking elements. See other similar social networking sites built

for kids in our "Social vorks made for k

Stay involved

Encourage them to use their tech devices in a shared space lixe

the ko or kitchen so you can keep an eye on how they're using

the internet and also share in their enjoyme

Talk to siblings
It’s & good idea to talk to any older children about what they're doing
online and what they show to younger children. Encourage them

to be responsible and help keep their younger siblings safe.

Know this stuff matters,
but don't know where to turn?

Internet Matters is a free online resource for every parent in the UK.
We'll show you the best ways to protect your children online - with
information, advice and support on all the big online safety issues.

44%

of 5-10 year clds

81%

! use 3 tablet
have their own

to go onfineg®

mobile phone*




Learn about it:
Teach your child some simple rules

Make sure your child knows not to share personal information
like their phone number or email address online.

Encourage therm to only talk to real-life friends or family
if they are on sites with a social media or chat element like Roblox.

Use privacy settings wherever they exist to keep their information
private - help your child to set these up. Remember that the
default on many sites is public.

Be a good online friend and don't say nasty things even if it's
just a joke.

Direct them to use secure and legal sites to download
music and garnes to avoid experiencing the risks associated
with streaming content from unauthorised sites. Visit our
Dangers of E P mare. advice.

Advize them to Check attachments and pop-ups for viruses
before they click or download anything and ask if they aren’t sure.
You can set up their phone/tablet so you need to grant permission
before they are able to download an app or game.

Encourage them to use Public Friendly WiFi when they're out
and about to filter inappropriate content but also use the parental
control tools on the device just in case they do connect to an
unfiltered WiFi - the most likely place for this to happen could

be at a friend's house.

Help them to better understand the different online platforms
they use and judge the quality and reliability of online resources.
Take a look at our fake news and misinformation advice hub to
help children spot, and stop the spread of fake news online.




Talk about it:
Tips for a meaningful conversation

Start conversations when your children
won't be embarrassed, for example in

the car going home from school. Try to
de-personalise it by asking their opinion
on a current news story that relates to an
online issue.

Be proactive - don’t wait until something
has already gone wrong - discuss issues
ahead of time - knowing what children of

a similar age are doing will help you know
more about the environment that your child
is living in.

Ask them for advice on how to do
something online and use thizasa
COMVersation starter.

* Make sure they know they can come to you
if they're upset by something they've seen
anline - listen to them when they do and
try not to overreact - the important thing
is that they hawve come and told youl

* Be sensitive and praise them when thay
share their online experiences with you.

*  |fyour child comes toyou with an issue,
stay calm and listen without judging them.

* Talk about online grooming as you would
stranger danger and explain that peopla
they meet online might not be who they
say they are.

*  Ack them about things online which might
make them (or others) uncomfortable.

Deal with it

You can find cut where to get help and advice on the
esource page of internetmatters.org, where
and

we include information on how to report problems

which relevant organisations and agencies ta turn to.

On this page, we also provide information on how to deal
with amy specific issues you may encounter with your child;
such as finding inappropriate content and cyberbullying.

Stay safe at secondary school
Exposure to some af these issues increases when children
move up to secondary school so make sure your child is
preparad = find out more with our pre-teens age guide at




Online safety

internet

tips for parents matters.orc

of 11-13 Year Olds

60% of children age 8-11 have
their own social media profile

*Seurce: Ofeom: Chifdrer and parewts: madia use and aftinides repart 2022

"

Checklist: d b

Have a cunversation
ask them to tell you about what they do and '.n.u'hat sites they
like to visit. th thern what tt Tight corme acr

Agree on boundaries

WJisit i thie type : = 1= It's a good idea to
introduce tech-free meals times and encourage them to keep
phones out of the bedroom at night 1o helpt X

Put yourself in control:

Make use of parental controls o




If you are giving a child their first device, you can set all this up
together before they start using it so they can see how they'll be
protected. It can also be an opportunity to have a conversation
about online safety.

Rernember, although these tools can create a safety net
to protect children online, they are not 100% foolproof so
it's important to continue having regular conversations
with children about their online use to equip them with
coping strategies to deal with online risks.

Check if it's suitable

The age ratings that come with games, apps, films and
social netwaorks are a good guide to whether they're
suitable for your child. The minimum age limit is 13 for
several social networking sites, including Faceboolk,
Instagram, Snapchat and TikTok. Visi

check the minirmurm of pop

Get them clued up about

social networking

Talk to children about the benefits and risks of social
networking before they join any sites. Let them know that
anything they upload, email, or message could stay around
forever online. Help them to set their profile up so that they
are in control of who can cornment, message them etc.

Get tips and insight from ol

Help thern to be critical of things they see online and
judge the quality and reliability of online sources.




Learn about it:
Teach your child some simple rules

*  Make sure your child knows not to share personal information
like their phone number or email address online =nd I they

need to provide this er similar information to sign up for a 5

service tell them to check with you first.

* Encourage them te only talk to real-life friends or family
on social media sites and in chatrooms.

* Show them how to use privacy settings wherever they exist
to keep their information private - remernber that the default

on mary sites is set to public. Vi

il rned]

guides for s

*  As children rmay go online to widen their group of friends,
set some boundaries when it comes to new friends online.

* Advise them not to arrange to meet with people in real life
that they've anly talked with online without talking to you

about it and getting your support.

* Advise them to use secure and legal sites to download
music and games to avoid experiencing the risks associated

with streaming content from unauthorised sites.

| £ hubl more

* Check attachments and pop-ups for viruses before
they click or download anything.

*  Use Public Friendly WiFi when they're out and about to filter
inappropriate content. Also, encourage them to use the
parental control tools on their device just in case they do
connect to an unfiltered WiFi - such as at a friend's house.

*  Make sure they know not to  post things enline that
they wouldn't want you to see




Talk about it:
Tips for a meaningful conversation

Ask them for advice on how to do
something online and use thisas a
conversation starter.

Make sure they know they can come
to you if they're upset by something
they've seen online znd remember 1o
listen and not overreact.

Be sensitive and praise them when they
share their enline experiences with you

Make sure they know how to block
abusive comments and report content
that worries them.

information on how to report problems -

such as oyt

I your child comes to you with an issue,
stay calm and listen without judging them

Tackle peer pressure by explaining that
if they are talked into bullying someocne
online or sending inappropriate images it
may get reported to their school or even
the police. Read this guide - So you got
naked online— aimed at kids to get insight
an | ing Inci 4

Teach them to treat others as they'd like to
be treated online and set a good example
with your own internet use. Lse
Speak, 5 1o encourage themn to
call out cyberbullying when they see it.

€ Stop,

Deal with it

You can find out where to get help and advice on the

g, where we include
and which relevant

organisations and agencies to turn to.

On this page, we also provide information on how to deal
with any specific issues you may encounter with your child,

g, finding inz

rming.



Online safety

internet

tips for parents matterssorg

of teenagers
14+ Year Olds

99% of 12-17-year-olds hawve their own mobile phone
98% use video-sharing platforms

92% hawve their own social media profiles

755% play games online

Checklist:
Keep talking

Den't be afrald to tackle difficult 5l.lb_|&t1:5
likoe c].- berbultylng and sexting amd g:-r:rnc-graph:.-

Manage their online reputation

.. Remnind them that they should only post things online
that they wouldn't mind you, their teacher ar a future employer
seaing. Ther fst 1 1

Adjust controls

Adjust the parental controls on your broadband and Internet-
enabled devices depending oy y . ri T




Privacy matters

Make sure they set high privacy settings on social
networks. Encourage them to regularly change their
passwords and never to share or put onfine any of their
personal details like phone number, address or their school

Jse our 3| media privacy how-to guidas 1o support them.

aren't sharing private in

ormation

at using public WiFi might not filter inappropriate
content, sa look for friendly WiFi symbols when you're out
and aoout. Also, encourage them to use the parental
control tools on their device just in case they do connect
ered WiFi - su

at & friend’s house.

o an

Know this stuff matters,
but don’'t know where to turn?

Internet Matters is a free online resource for every parent in the UK.
We'll show you the best ways to protect your children online — with
information, advice and support on all the big online safety issues.

Learn about it:
Teach your child some simple rules

*  take sure wour child knows he

G (=] * Advise them to use secure and legal

block abusive comments and report
content that worries them.

* Teach them to respect others online and
think about comments before they post
them and discuss how easily comments
made online can be misinterpreted

* Don't arrange to meet people in real life

that they'we only talked to online and
remind them that some people may
not be who they say they are.

sites to download music and games

to avoid experiencing the risks associated
with streaming content from unauthorised
sites. Visit our Dangs 2 e Py

Check attachments and pop-ups for

viruses before they click or

download arything:

When using the internet for homework
make sure they use information
appropriately and explain things in

their cwn words rather than copying.



Talk about it:
Tips for a meaningful conversation

Make sure your child knows they can

come to you if they're upset by something
they've seen online and make sure that you
listen and don't overreact - the important
thing is that they have come to you for

help and support.

Tell them you trust them to do the right
thing rather than over monitoring their
internet use.

If your child comes to you with an issue,
stay calm and listen without judging
them and don't threaten to take away

their devices.

* Tackle peer pressure by explaining that if
they're talked into bullying someone online
or sending inappropriate images it may get
reported to their school or even the police.

Learn how online actions can affect young

people’s reputation with gur advice hub

* Talk to them about how much time they
spend online and make sure this is balanced

guide for 14+ for

* Discuss how they can report any harmful
or inappropriate content or behaviour
that they encounter online - empower
them to take control themselhves.

Deal with it

You can find out where to get help and advice on the
| i

informai

, where we include

tion on how to report problems - and which relevant

crganisations and agencies to turn to.

On this page, we also provide information on how to deal

with amy specific issues you may encounter with your child;

such as ing, finding in

ft, wour child's

5 : and

Learn more about apps
It can be difficult to stay on top of what apps your child is
using and who they are talking to online - find 4

L internet




